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Topics to DiscussTopics to Discuss

L L dLessons Learned
What are Human Factors?
BCP 101BCP 101
BCP Confidentiality
Electronic MegaphonesElectronic Megaphones
General Training
Reactive and Proactive
First Responders and First Preventers



L L dL L dLessons LearnedLessons Learned
9/11 Commission’s Finding9/11 Commission s Finding
“the most important failure was one of imagination”

Katrina Select Committee Finding
“Katrina’s failures were primarily a failure of initiative”

“Both imagination and initiative – in other words, leadership – require good information.  
And a coordinated process for sharing it ”And a coordinated process for sharing it.

Virginia Tech Tragedy
“Preparedness as a common good requires that not only organizations but also each individual p g q y g

participate in creating and maintaining a “Culture of Preparedness”  within the Commonwealth.”



L I l t dL I l t dLessons ImplementedLessons Implemented
Lessons learned from many different incidents failures exposures andLessons learned from many different incidents, failures, exposures and 
lawsuits clearly show that if organizations do not have the right tools to 
securely share and disseminate sensitive information [policies, procedures, 
plans, roles, responsibilities, etc.] with all appropriate individuals 
[ l d t t lt t d t t ][employees, vendors, contractors, consultants, responders, partners, etc.] 
and document each individual’s acceptance and acknowledgement of their 
specific and customized roles on an ongoing basis as changes occur 
[personnel, threats, risks, regulations, plans, roles, etc.] … the results are [p , , , g , p , , ]
clear that organizations will experience expensive, embarrassing and 
potentially catastrophic failures.

Lessons learned are only valuable if they become 
lessons implemented.



Human Factors Risks?Human Factors Risks?Human Factors Risks?Human Factors Risks?

People can be your biggest risk orPeople can be your biggest risk…or 
People can be your most critical asset.

Risks include lack of “individual-level:”
Situational Awareness
Tailored Awareness
Accountability
Auditability
Measurability



Expert ValidationsExpert ValidationsExpert ValidationsExpert Validations

Multiple industry experts have cited Human Factors 
as the biggest risks:as the biggest risks:

Too many businesses are relying on technology rather than policy to deal with risk 
management issues. “At the end of the day…technology only "automates good 
process " Paul Proctor Gartner Vice Presidentprocess. – Paul Proctor – Gartner Vice President

“The "human factor" — employees, customers, third parties and business partners —
are the greatest root cause of security breaches,” - Deloitte Touche Tohmatsu's 2007 
Global Security Survey.Global Security Survey.

“Bottom line, there are so many gaps in communicating bizarre, unusual and frightening 
behavior, so many gaps in sharing information about his mental health, so many gaps, 
so many failures to connect people who knew about his behavior...there were so many y p p y
red flags that would have been identified had this threat assessment group been in play 
and had his name been brought forward.” - Tom Ridge - Virginia Tech Review Panel 



Targeting Human FactorsTargeting Human FactorsTargeting Human FactorsTargeting Human Factors



BCP 101BCP 101

Identify what hazards apply to your business. These 
can be natural hazards (e.g. severe weather, 

earthquakes, volcanic eruptions, etc.) or man-made 
hazards (e.g. computer viruses, vandalism, theft, etc.). 



BCP 101BCP 101

Determine the risk that these hazards pose to your 
business Probability severity and length of impactbusiness. Probability, severity and length of impact 

involving these hazards will help determine how much 
and what kind of risk each poses. 



BCP 101BCP 101

Develop plans and procedures to help your business 
prepare for, respond to and recover from interruptions. 

F l d t i th t f ilFor example, you may determine that a power failure 
would cause you to lose access to your critical 

accounting records. You may implement a plan to 
provide backup power by purchasing a generator andprovide backup power by purchasing a generator and 

ensure your records are backed up to tape or other 
media. 



BCP 101BCP 101

Continue to refine your plans through exercises and 
evaluation of how they performed in real events. 



ImplementationImplementation

??



L L dL L dLessons LearnedLessons Learned
9/11 Commission’s Finding9/11 Commission s Finding
“the most important failure was one of imagination”

Katrina Select Committee Finding
“Katrina’s failures were primarily a failure of initiative”

“Both imagination and initiative – in other words, leadership – require good information.  
And a coordinated process for sharing it ”And a coordinated process for sharing it.

Virginia Tech Tragedy
“Preparedness as a common good requires that not only organizations but also each individual p g q y g

participate in creating and maintaining a “Culture of Preparedness”  within the Commonwealth.”



National Preparedness GuidelinesNational Preparedness Guidelines

Common Mission Areas

Communications
Community Preparedness and Participation
Planning
Risk Management
Intelligence/Information Sharing and Dissemination



ImplementationImplementation

??



BCP Confidentiality?BCP Confidentiality?

Sensitivity
Integrity
LiabilityLiability
Survivability
Binders
CDsCDs
E-mails
Intranets & Electronic Megaphones
Public Web SitesPublic Web Sites



General TrainingGeneral Training

General Training would work for everyone if every organization 
had the same challenges, same needs, same priorities, same 
people, same strategies and same….etc.p p , g

General Training is not enough and requires customized 
awareness by each organization to ensure all appropriate 
individuals understand their roles and responsibilities for policiesindividuals understand their roles and responsibilities for policies, 
procedures, plans and etc.



Reactive and ProactiveReactive and Proactive

Technology Tools
Human Factor Tools
First RespondersFirst Responders
First Preventers



First Responders and First PreventersFirst Responders and First Preventers

“An ounce of prevention is worth a pound of cure.” 
– Ben Franklin



Questions?Questions?

To See Online Demonstration
Rick Shaw

402.730.0090 - direct
rick.shaw@awareity.com



OK, Then What?OK, Then What?



Connecting the DotsConnecting the Dots



MOAT MOAT –– Managed Ongoing Awareness ToolsManaged Ongoing Awareness Tools

Initial view upon logging in.



Situational Awareness VaultSituational Awareness Vault

View of an organization’s Vault with plans, policies and 
procedures organized  into document groups.



Policy ScreenPolicy Screen

View when a policy from the MOAT Vault is selected 
and opened for review.  



Individual AcknowledgementsIndividual Acknowledgements

User acknowledgement once they have opened and 
read a policy.  Organization can customize the 
compliance statement.



User ToolsUser Tools

Tools each individual User has access to.



Other Vault FunctionalityOther Vault FunctionalityOther Vault FunctionalityOther Vault Functionality

Human Resource & Employment PoliciesHuman Resource & Employment Policies
Information Handling & Sharing Policies (laptops)
Physical Securityy y
Ethics Responsibilities & Policies
Regulatory Policies (HIPAA, OSHA, EEO, etc.)
Continuity of Operations Plans
Crisis Management Plans
E ti Pl & MEvacuation Plans & Maps
Pandemic Flu Plans & Responsibilities
And many othersAnd many others…



Administrator Oversight ToolsAdministrator Oversight Tools

Tools only those Users with administrative capabilities 
have access to.



Maintain UsersMaintain Users

View of the Maintain Users screen.  Administrator can 
search by each field to find and access each User’s 
MOAT information.



Maintain UsersMaintain UsersMaintain UsersMaintain Users

An example of a User’s MOAT account information.



User Activity ReportUser Activity Report

User activity report with time stamped log of all activity 
a User has completed in MOAT.  Can be used as an audit 
trail.



Progress Reports Progress Reports –– User Vault StatusUser Vault Status

Example of a report showing an individual user’s 
progress in the organization’s vault.



Progress Report Progress Report –– Document StatusDocument Status

Example of a report documenting which users have and 
have not read and acknowledged specific policies in the 
MOAT Vault.



Progress Reports Progress Reports –– All User ProgressAll User Progress

Example of a report listing all Users in an organization 
and their progress in the Security Awareness Modules 
and the MOAT Vault..



User Activity ReportUser Activity Reportyy

Time stamped User activity log.



Maintain VaultMaintain Vault

View of what an Administrator will see when maintaining 
the organization’s Vault (updating, retiring, or adding 
documents).



Maintain VaultMaintain Vault

Initial steps when adding a new document into the MOAT 
Vault.  Can place into a specific document group.



Maintain VaultMaintain Vault

View of a PDF document being added into the MOAT Vault.



Assign DepartmentsAssign Departments

When adding a document into the Vault, 
administrators can assign it to individual 
departments so only the Users in those 
departments will have access to the document.



User VaultUser Vault

An example of a User’s MOAT Vault.  This User is in a 
different department and is assigned different 
documents in their Vault.



MOAT MOAT –– Managed Ongoing Awareness ToolsManaged Ongoing Awareness Tools

Initial view when a User logs in of the Security 
Awareness and/or HIPAA Modules and the organization’s 
MOAT Vault with plans, policies and procedures.



Security Awareness is CriticalSecurity Awareness is Critical

An example of a lesson page within MOAT.



Awareness ValidationAwareness Validation

An example of one of the questions a User is asked toAn example of one of the questions a User is asked to 
validate they have read and understood each Lesson.



Security Awareness ModulesSecurity Awareness ModulesSecurity Awareness ModulesSecurity Awareness Modules
Security Awareness for Employees & Temps
S it A f V d & C t tSecurity Awareness for Vendors & Contractors
Security Awareness for Emergency Responders
Security Modules are Updated AnnuallySecurity Modules are Updated Annually

New Topics, Threats, Stories and Best Practices
New Questions to Reiterate Key Information

Helps Meet Regulatory Mandates
Automatic Reminders Annually and Past Due
SSecurity Modules are Award Winning
Security Modules Support Policies & Standards



Questions?Questions?

To See Online Demonstration
Rick Shaw

402.730.0090 - direct
rick.shaw@awareity.com


