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The advance preparations necessary to identify the impact of
potential business interruptions; formulate recovery strategies;
develop business continuity plans; and administer a training,
exercise and maintenance process.

The technological piece of a business continuity plan.
Focus is on restoration, possibly at an alternate location, of
IT Recovery data center services and computer processing capabilities.

An organization’s ability to strategically manage the
internal and external communications after an event in
Crisis Management order to protect its reputation and brand image.

An organization's coordinated, effective and timely
response to an emergency. The goal is to avoid or
minimize injury to personnel and or damage to

Emergency Response
company assets.
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Most organizations will face a crisis every4-5ye  ars

A “crisis” is an event, or series of events, that threatens a
severe negative impact to an organization’s financial results;
brand name; or relationships with employees, customers,
business partners, or suppliers.

A broad variety of triggers for incidents

Viruses, Worms, Hacks Product tampering or recall

Political violence Mergers and acquisitions

Sabotage / Terrorism Workplace violence or labor stoppage
Class action lawsuit Industrial/transportation accidents
Supply chain interruption New government regulations

Natural disasters Pandemic

Unforeseen Loss of Key Personnel
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What can hurt you and what

a

is the possible impact?

| T

Your companies should plan for frequent and high im pact threats! Plans must be
specific to the threat, site, IT infrastructure, op  erations, & people.
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Immediate Action Checklist

Business Continuity Plan Overview
— Mission Statement

— Scope

— Ownership & Approvals | Business
. o e Continuity

Pre-determined “Mission Critical - Plan

Processes

Required Recovery Resources

Critical Contacts — Internal &
External

Recovery Procedures by Scenario

Plan Maintenance Schedule

Plan Testing
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Build business continuity plans for four loss
scenarios — the absence of each may cause a
significant disruption to the operations:
— Loss of IT

Corporate &/or Local)
— Loss of Facility

By business unit (where the key process occurs)
— Loss of Key Vendor

Also need to understand what their recovery plans are to protect
themselves (and therefore us) from a disaster

— Loss of Key Personnel
Management and/or staff
May include emergency executive level succession pl anning

Marsh 7 ' acp
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Executive or staff member who:

Makes a substantial contribution to
the operation, profitability and/or
success of the business,

Has critical intellectual information,
inc. product, operational, service, or
IT knowledge

Maintains key sales relationships,
bank relationships, and/or important
industry contacts

Controls the “Keys to the Kingdom”
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Resignation

Disability (long or short)

Unforeseen leave of absence or sabbatical
Death

Retirement (a known threat but needs to be planned for)
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Recent studies have found that:

Over the next 5 years, half of America’s Fortune
500 companies’ senior managers will retire

55% of respondents do not have a formal
succession planning process for senior leaders

Only 10% of respondents focus on strategic
succession management at the non-executive
level in strategic business functions

By 2025 the number of people aged 15-64 will
drop by 7% in Germany, 9% in Italy, and 14% in
Japan

Even booming-China faces a similar
demographic shift with its one-child policy
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The probability of losing a key employee is far greater
than a fire loss.

The chances of death of a key executive is 14 times
greater at age 45 than a loss due to fire.

It increases to 17 times at age 50, and to 23 times at age
55.

About one out of every three individuals dies in the
working period of life.
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Threaten the morale of the workforce

Disrupt specific departmental/business Q
unit operations a »

Jeopardize customer loyalty and trust
Endanger vendor relations
Threaten the productivity of the business

Challenge the effectiveness of
succeeding leadership (executive loss)
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Via a BIA, management should identify jobs classifications that
require contingency plans and pinpoint individuals who are
“single points of failure.” Focus on:

Name of the employee

Key responsibilities

Current competencies (knowledge, education, certifications etc.)

Human Resource Classification
Pool of candidates for progression
Candidates’ existing competencies

Training & time required to increase proficiency of candidates

Marsh 15 ' an
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A change in executive leadership is inevitable for all
organizations and can be a very challenging time.

A succession plan policy is a tool to help an
organization be prepared for planned or unplanned
absences of the director, clarifying authority and
decision-making, and thereby maintaining
accountability and ensuring stability.
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Statement of commitment to prepare for inevitable leadership change.
Statement of commitment to assess leadership needs before beginning a
search.

Plan to appoint interim leadership to ensure smooth operations and
compliance with contractual obligations.

Outline of succession procedures including:

internal management succession to the interim position,

time frame for making the interim appointment,

Cross training to ensure competency

time frame for appointing a board transition committee, and

roles of the transition committee, e.g., communication with
stakeholders, identifying a transition management consultant,
conducting an organizational assessment and designing the search
plan.
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Activating Crisis Management Team inc. EAP

Family liaison (injury, iliness, or death notification & ongoing
support)
External communications

— Key stakeholders, employees, customers, vendors, regulators etc.
— Media

Internal support/communications
— Immediate facts RE: incident, condition of injured employees
— Initiate internal investigation, assure continued communication

Explore additional benefits issues
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Ongoing support to families
Monitoring productivity/safety of workers

Continuation of visibility/communication
— Top Management
— Internal/External

Assessing ongoing needs for counseling
Assessing need for guidance for supervisors/managers

Initiating process for lessons learned
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Integrating lessons learned

Communicating lessons learned/changes through
workforce

Continued guidance for supervisors, RE: delayed or long-
term reactions

Reintegration of injured employees into workforce
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Via the BIA, find out who has the real or virtual “Keys to the
Kingdom”

Provide for adequate cross-training

Assign dual-control for key operations

Identify needs of all clients

Understand contractual arrangements with all vendors
Prepare succession plans for executive management
Ensure BCPs include “loss of key personnel” scenarios

Design exercise scenarios that include the absence of key
personnel

Don’'t Be Held Hostage by an employee’s threat of le  aving
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“Budget” defined as allocation of
human resources, time, and/or money.
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The information contained in this presentation provides only a general
overview of subjects covered, is not intended to be taken as advice

regarding any individual situation and should not be relied upon as such.

Insureds should consult their insurance and legal advisors regarding
specific coverage and loss issues.
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