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It was the best of times.
It was the worst of times

Charles Dickens
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Cyber Criminal Gangs in Eastern Europe

Stealing Millions in OrLine Bank Theft
T

TUESDAY, AUGUST 25, 1009

£ European Cyber-Gangs Target Small U.S. Firms

Erian Krebs; Washington Post: Organized cyber-gangs in Eastern
Europe are increasingly preying on small and mid-size companies in
the United States, setting off a multimillion-dollar online crime wave
that has begun to wn:rrw the nation’s Larges.t financial 1n5t1tut1|:rn5

© Copyright 2011. Citadel Information Group. All Rights Reserved.



Confidential Bank Industry Memo Warns of

On-Line Bank Theft Problem
O

TUESDAY, AUGUST 25, 2009

£ Confidential Bank Industry Memo Warns Eastern
European cyber gangs stealing millions from small
to mid-sizes businesses through online banking
fraud

Labels: Hews: Business at risk, News: Cybercrime gangs, News: Financial
systems security

What's happening: A banking industry association is warning
member banks of a serious cybertheft problem targeted towards small
and medium sized businesses.

© Copyright 2011. Citadel Information Group. All Rights Reserved.



On-Line Bank Theft: Cyber Crime Growth

Industry

MONDAY, OCTOBER 26, 2009

£ FBI Issues Warning to Business in Light of Increase
in Online Bank Theft

Labels: Mews: Business at risk, News: Internet badlands

What's happening: Online bank theft by cyber-criminals has risen to
the point that the FEI has taken the unusual step of issueing a public
warning. According to Steve Chabinsky, deputy assistant director of
the FEI's Cyber Division, "We don't believe there’s cause for a crisis of
confidence in online banking, but we want to make sure we message
this early before this becomes a much larger problem. Our concern is
that these numbers will grow if we don't educate people now to take
precautions.”

What it means: Lest there be any doubt, the risk of online bank theft
is real. And it's growing. And right-now, the cyber-criminals are
winning.
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Loss Responsibility Falls to Victim
I S,

SUNDAY, MARCH 21, 2010

£ Banking laws leave business customers vulnerable
to Internet fraud

Labels: Business at risk, Financial systems security, Lezal

Los Angeles Times: If hackers drain a personal account, the bank
usually must cover most of the loss. But commercial deposits get no
such protection. ... Just ask Fan Bao of Los Angeles. ... Bao, who
runs a small import-export business, had $50,000 stolen from his
bank account by computer hackers in Croatia. Bank of America
has refused to reimburse him, Eying the loss was his problem,
not the bank's. ... Had the money been stolen out of a personal
account, the bank's response would have been dramatically different.
Federal law would have required the bank to reimburse Bao. ... But,
unbeknown to many, business and personal accounts are governed by
completely different rules. Those rules protect individuals from online
hacking but can leave small-business owners to twist in the wind. ...
Normally that would merely be worrisome. But it's far more
frightening now because technology and law enforcement experts
believe there is a huge wave growing of sophisticated criminal
enterprises that target small-business bank accounts.
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Cyber Thieves Steal Our Credit Cards and

Financial Identities

@) Privacy Rights Clearinghouse

PRC Empowering Consumers. Protecting Privacy.

516,992,106
FinanciaRecords Reported Breached
Januaryl0, 2005¢ March 29, 2011

These count onlyeported breachesThey count neither
(1) discovered but unreported breachewmr
(2) undiscovered breaches
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Business Being Embarrassed by Legally
Required Breach Disclosures
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Increasing Cyber Espionage Threat , including

Theft of Intellectual Property
I

THURSDAY, JANUARY 14, 2010

By Washington Post: Google China cyberattack part of
vast espionage campaign, experts say

Computer attacks on Google that the search giant said originated in
China were part of a concerted political and corporate espionage
effort that exploited security flaws in e-mail attachments to sneak
into the networks of major financial, defense and technology
companies and research institutions in the United States, security
experts said.... At least 34 companies -- including Yahoo, Symantec,
Adobe, Northrop Grumman and Dow Chemical -- were attacked,
according to congressional and industry sources. Google, which
disclosed on Tuesday that hackers had penetrated the Gmail accounts
of Chinese human rights advocates in the United States, Europe and
China, threatened to shutter its operations in the country as a result.

Read more ...
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The Challenge is Great and Is Recelving

National Attention
EE T
Every day we see waves of cyber
thieves trolling for sensitive
iInformation-- the disgruntled
employee on the inside, the lone
hacker a thousand miles away,
organized crime, the industrial spy and
Increasingly, foreign intelligence
services.

It's been estimated that last year

May 29, 2009 alone cyber criminals stole intellectual
http://www.youtube.com/watch?  property from businesses worldwide
VEwizyiaeyQM worth up to $1 trillion.
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