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It was the best of times.

It was the worst of times.

Charles Dickens
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Cyber Criminal Gangs in Eastern Europe 
Stealing Millions in On-Line Bank Theft 
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Confidential Bank Industry Memo Warns of 
On-Line Bank Theft Problem
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On-Line Bank Theft: Cyber Crime Growth 
Industry
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Loss Responsibility Falls to Victim
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Cyber Thieves Steal Our Credit Cards and 
Financial Identities

516,992,106

Financial Records Reported Breached
January 10, 2005 ςMarch 29, 2011

These count only reported breaches. They count neither
(1) discovered but unreported breaches nor

(2) undiscovered breaches.
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Business Being Embarrassed by Legally 
Required Breach Disclosures
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Increasing Cyber Espionage Threat , including 
Theft of Intellectual Property 

© Copyright 2011. Citadel Information Group. All Rights Reserved.

20



The Challenge is Great and is Receiving 
National Attention

Every day we see waves of cyber 
thieves trolling for sensitive 
information -- the disgruntled 
employee on the inside, the lone 
hacker a thousand miles away, 
organized crime, the industrial spy and, 
increasingly, foreign intelligence 
services. 

It's been estimated that last year 
alone cyber criminals stole intellectual 
property from businesses worldwide 
worth up to $1 trillion.

May 29, 2009

http://www.youtube.com/watch?

v=wjfzyj4eyQM
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